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What is cybersecurity

In a world populated by digital objects cybersecurity is a 
crucial issue. The concept of cybersecurity is illustrated 
and discussed.

Note that Aa cybersecurity issue takes place if an 
adversary seeks to gain something from a malicious 
activity in the cyberspace, for example:

• Obtaining private information

• Undermining the system

• Preventing the legitimate use of the system



Cybersecurity is a challenge, particularly in government since cyber 
threats aim at swiping military secrets, creating political turbulences, 
damaging infrastructural assets, etc.
Some of the common threats are
• Cyberterrorism is the disruptive use of information technology 

by terrorist thought attacks on networks, computer systems, and 
telecommunication infrastructures.

• Cyberwarfare aims at using information technology to cause 
damage or disruption in a nation. Cyberwarfare is a specific 
domain of warfare together with land, sea, air and space. 
Cyberwarfare attacks include compromising valuable data, 
degrading communications, and damaging strategic services, 
such as transportation and healthcare service.

• Cyberespionage is the practice of using information technology, 
e.g. cracking techniques and malware, to obtain secret 
information without permission.



Cybersecurity threats

The main cyber threats are presented and discussed:

• Cybercrime

• Botnet

• Malware

• Phishing Attack

• Spyware

• DoS (Denial of Service)

• DDoS (Distributed Denial of Service)



The computer function is to provide information. Attacks on the 
security of a computer or network are related to this function. The 
normal flow of information is from a source to a destination. A 
source can be a file or data, and a destination can be another file or 
a user.



There are four general types of attacks: they are attacks on:

• availability

• confidentiality

• integrity

• authenticity



Attack to availability

An asset of the system is made unavailable or unusable. It breaks the 
normal information flow. Interruption is an attack on availability. It 
can be the destruction of the software which manages the hard disk 
data flow, the file table cancellation, the cutting of a communication 
line, etc.



Attack to confidentiality - Interception

An unauthorized party (a person or a computer) gains access to an 
asset. The normal information flow is not broken, but the 
unauthorized party can access reserved data or services. 
Interception includes wiretapping to capture data in a network, and 
the unauthorized copying of files and programs.



Attack to integrity - Modification

An unauthorized party not only gains access to an asset, but also 
tampers it. This is an attack  integrity. Modification includes changing 
values in a data file, altering a program so that it performs 
differently, modifying the contents of messages being transmitted, 
etc.



Attack to authenticity - Fabrication

An unauthorized party inserts counterfeit items into a system. This 
attack is referred as fabrication. Fabrication includes the insertion of 
spurious records, files and messages in a network.



Active and passive attacks

Security attacks can be active or passive.

Passive attacks aim at eavesdropping, spying or monitoring 
information flow. The goal of the opponent is to obtain information 
that is being transmitted.

Active attacks involve some data stream modification or the creation 
of false streams. 



Active and passive attacks



Generally,  passive attacks aim:

• to know message contents which contain sensitive data

• to analyze the information traffic

Passive attacks are not easy to detect, because they don’t alter data.

One prevents the release of message contents defending them from 
the opponent interception.

The traffic analysis is a more subtle form of attack. Suppose one 
encrypts the message contents. However the opponent could be 
determine many information, such as th location, the identity of 
communicating hosts, the message frequency and length, etc. These 
information might be useful in guessing the nature of 
communication.



Active attacks involve some data stream modification or the creation 
of false streams. 

They can be subdivided in four categories:

• masquerade

• replay

• modification of messages

• denial of services



Masquerade

A masquerade take place when one entity pretends to be a different 
entity. An example of masquerade attack is the use of authorization 
procedures, captured previously, to obtain extra privileges in order 
to access protected  information and data



Replay

Replay involves the passive capture of data and its subsequent use 
to produce an unauthorized effect.



Modification

Modification of messages is the alteration of a legitimate message in 
order to obtain unauthorized effects. Example: the following 
message

John Brown is authorized to read confidential files

is so modified

Mary Smith is authorized to read confidential files



Denial of services

The denial of services prevents or inhibits the normal use of some 
management or communication facilities.

For example an attack can inhibit the use of network, the access to a 
storage unit, etc.

It is quite difficult to prevent all forms of active attacks. 

The better thing to do is to adopt solution to recover from any 
disruption or damage caused by them.


